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e Bai tap thuc hanh dua trén giao trinh: CompTIA Linux Plus Certification
Study Guide

e Bai tap thuc hanh dugc chia theo lam nhiéu Module

e Mbi Module dudc thiét k& cho thdi luong 3 tiét thuc hanh tai 16p véi su
hudng dan cla giang vién.

e Tuy theo sd tiét phan bS, mdi tuan hoc co thé thuc hién nhiéu Module.

e Sinh vién phai lam tat ca cac bai tap trong cac Module & tuan tuong *ng.
Nhirng sinh vién chwa hoan tat phan bai tap tai I6p co trach nhiém tuw lam
tiép tuc @ nha.

e Cac bai co dau (*) la cac bai tap nang cao danh cho sinh vién kha gidi.
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Module 1: On tap: Céac lénh ve file-directory

No6i dung kién thirc thuc hanh:

+MoGt s6 Iénh co ban vé file-directory

Bai 1.

Muc dich: Khéng st dung giao dién d6 hoa, sir dung command line dé€ thuc hién
cac lénh co ban vé file-folder.
1. Login vao hé théng. Str dung lénh dé& cho biét user hién tai la gi?
M& terminal.
Chuyén vé thu muc home cla user hién tai
Login vao Linux dudi quyén root st dung lénh su.
Cho biét thu muc hién hanh.

Liét ké danh sach file, folder trong thu muc hién hanh

N o o M w0 N

Tao cau trdc cay thu muc nhu sau:

froot

o=

Ca ch CC i

/ N

tel toe ncdl necdz

\

ned2a

8. Tao file man_ls.xt chira ndi dung cua trang man vé lénh Is trong folder
tc1.

9. Tao 1 hard-link file tén h1_man_Is.txt cho file nay trong cung thu muc, va
mét soft-link file tén s1_man_ls.txt cho file nay trong cung thu muc. Hién
thi ndi dung 2 file link nay. Xoéa file géc man_ls.txt, sau dé hién thi noi

dung 2 file link nay va cho biét két qua.
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10.Dung Iénh cat d€ tao file cse.txt trong thu thuc tc1 véi ndi dung 1a ho tén
sv, ma s6 sv, email, sdt. Tao 1 soft-link file tén csesoft.txt cho file nay
trong thu muc home cua user hién tai.

11.Tao lai file man_ls.txt ch&ra ndi dung cua Iénh liét ké file cta / trong folder
tc1. Hién thi ndi dung 2 file link & cau trén va cho biét két qua.

12.Di chuyén file nay vao folder ncd2a

13.Copy toan bé folder ncd2 vao ca

14. Xb6a thu muc cc

15.Xb6a man hinh.

16.Chuyén vi tri thu muc hién hanh vé cd

17.Chuyén vi tri thu muc hién hanh vé /root

18. Hién thi n6i dung file man_ls.txt s&r dung Iénh more, less

19.Hién thi 15 hang dau tién cua file man_ls.txt

20.Hién thi 5 hang cudi cung cla file man_ls.txt

21.Tao file log_time.txt réng trong thu muc cd

22.Hién thi ngay gio tao file log_time.txt noi trén.

23.Dai tén file log_time.txt thanh log_time1.txt

24.Tao file my_friend.txt trong thu muc tc1 chra danh sach 10 sinh vién ngoi
canh trong I8p. (st dung Iénh cat >, bAm Ctrl+D dé& két thac )

25.Hién thi danh sach nay (file my_friend.txt) theo th& tw tang dan, hién thi
theo th tw giam dan theo tén sinh vién

26.Hién thi danh sach sinh vién c6 danh sé th tu tirng hang.

27.Log out. Bam <Ctrl-D> dé thoat.

28.Tao file report tén report_user.txt trong thu muc ncd2a chira danh sach

cac user cia may tinh, sap xép tang dan theo tén, c6 danh sé tha tu.

Goiy:

Thudng xuyén st dung lIénh pwd va Is dé kiém tra.

Cé thé str dung nhiéu tham sé trong qua trinh tao thu muc.

Bai 2:

Muc dich: S dung command line dé€ thuc hién cac 1énh co ban vé dé xem théng

tin hé thong.
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Login vao hé théng. Dung lIénh su dé chuyén sang root.
Cho biét tén ctia hé diéu hanh dang sir dung.

Cho biét version cua kernel cia HDH hién tai

Cho biét bao nhiéu user dang login vao hé théng

Cho biét ngay thang nam hién tai ctia hé théng

Hién thi lich cGia thang hién tai

Hi€n thi lich ctia nam 2009, lich clia thang 3 nam 2009
Cho biét ngay 1 thang 1 nam 1990 la th&* may?

Hi€n thi thong tin chi tiét vé user hién tai

0.St&r dung lIénh man dé hién thi cac 1énh ma man page chra cac t&r khoa:

find, search, read, hostname, “connect system calls”

11.S& dung lénh apropos dé hién thi cac Iénh cac trang chira ndi dung lién

quan dén group

Bai 3:

Muc dich: Sir dung command line dé thuc hién cac Iénh co ban vé tim kiém

thong tin-file. Thiét 1ap bi danh cho Iénh.

©

9.

Login vao hé théng. Dung Iénh su d€ chuyén sang root.

Hién thi tén may tinh hién tai

Hién thi théng tin vé I1énh passwd

Hi€n thi cac Iénh ma man page chra cac tir khdéa: passwd

Hién thi vi tri cta file Iénh, source, manual page cua lénh ifconfig, locate
Hién thi thu muc/file nao sé thuc thi khi dung Ién passwd

Tim tat ca cac file co chira tir passwd. Trudc khi thuc hién Iénh nay, nén
str dung updatedb mét lan.

Thiét 1ap Iénh dir Ia bi danh cla Iénh Is —la, 1énh m la bi danh cta Iénh
mkdir. S& dung Iénh m nay dé tao cu tric thu muc moé ta & bai 1.

S dung Iénh find d&€ tim toan bo vi tri file my_friend.txt tinh tir /root

10.Tao command f la bi danh cda Iénh find, tim t& /, tim theo tén file. S

dung lénh f nay dé tim vi tri file password.config

11.Tim nhirng hang trong ndi dung file /etc/passwd chira tu root.

12.Tim va hién thi théng tin chi tiét cac file trong /etc ma tén file cé chlra tur

config
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13.Tim tat c& nhirng file trong hé théng chira tir root.

Bai 4:

Muc dich: S dung command line dé€ thuc hién cac I1énh ca ban vé file.

1.
2.
3.

© © N O

13.

14.

15.

16.

Login vao hé théng. Dung Iénh su d€ chuyén sang root.

Tao tai khoan user1 véi password user1

Dung su dé Login vdi tai khoan user1. Hién thi thuw muc lam viéc hién
hanh.

Chuyén vé thu muc ngudi str dung. Liét ké chi tiét file-folder cé trong thu
muc hién tai.

Tao 3 thu muc vd1, vd2, vd3 trong thu muc hién tai. Dung Iénh cat tao file
monhoc.txt trong thu muc vd1 chira danh sach cac mén hoc-tén giao vién
giang day (dang hoc trong hoc ky hién tai).

Poc permissions cua folder vd1

Thay dGi permissions cutia folder vd1 thanh dr-xr-xr-x

Xoa file monhoc.txt trong thu muc vd1 ?

Tao file monhoc1.txt trong thu muc vd1 véi néi dung bat ky?

.Thay déi permissions cla folder vd1 thanh drwxrwxrwx
11.
12.

Tao file monhoc1.txt trong thu muc vd1 véi n6i dung bat ky

M@ thém 1 terminal. Tao tai khoan user2 véi password user2. Dung su dé
Login vdi tai khoan user2. T tai khoang user2, hién thi duwgc ndi dung thu
muc cua user1 hay khéong? (/home/user1)

Dung lénh find/locate d€ tim vi tri file monhoc.txt. NEu khong tim thay,
hay giai thich tai sao va thuc hién Iénh gi d€ locate co thé tim thay file
nay.

Thay d6i permissions cua folder /home/user1 dé€ cho phép user2 cé thé
truy xuat vao folder nay. Kiém tra bang lénh Is.

Tao cau trdc thu muc cho hé théng nhu hinh sau (tinh t&r sau thu muc
home)

Copy toan bd ndi dung trong home clia user vao tmp. Sau d6 chuyén thu

muc vira copy qua /var. Xéa thv muc vira chuyén qua /var
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Module 2: On tap: Bash Shell-Cai dat phan mém-Quan tri
ngw®i dung

No6i dung kién thirc thuc hanh:

+Ky thuat Cai dat phan mém trén Linux: .rpm, .tar.gz, .tar.z2, ti* source code
+Nén-giadi nén tap tin — thu muc

+Quan ly user-group va phan quyén

Bai 1:

Muc dich: Sir dung Bash SHELL.

1. Login vao hé thdng. Dung Iénh su dé chuyén sang root.

2. Doc thong tin céac file sau (néu ton tai): /etc/profile, ~/.profile, ~/.bashrc,
~/.bash_profile, ~/.login, and ~/.cshrc. T cac théng tin nay xac dinh gia tri
shell environment variables: PATH, path, LINES, HOME, va home.

3. Kiém tra gia tri néi trén bang cach st dung echo $variable (PATH, path,
LINES, HOME, home).

4. Xac dinh search path (dung cho default shell tim ki€m chuwong trinh). M&
rong dudng dan nay véi folder: /sbin va /ttentt1_hui

5. Thay d&i ddu nhac (prompt) hién tai thanh -->

6. Thay d&i ddu nhac (prompt) hién tai thanh 2 hang:

Done
Next command>

7. Thay d6i ddu nhac (prompt) hién tai d&€ luén hién thi thu muc lam viéc
hién tai. M& thém 1 terminal d€ kiém tra ddu nhac co6 thay d&i theo hay
khdong?

8. Thuc hién thay d6i PROMT thanh ‘duongdanhientai>’ va PATH duoc ma
réng vdi /sbin va /ttentt cd dinh cho tat ca cac shell dwgc mdé. Thuc hién
restart may ao Linux va kiém tra su thay ddi chia cac théng sé nay.

9. Tao lénh m Ia bi danh cho I1énh mkdir, va dir cho l1énh Is —la. Thiét lap dé

cac lénh bi danh nay st dung dudc ngay ca khi khéi dong lai may.
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10.Cho biét cac shell nao da dudc cai dat va sdn sang s dung trén hé
théng.Chuyén qua mot shell khac tir shell hién tai.
S dung cac lénh (hoac bién): chsh, chsh -I, echo, $PATH, $PSH1,

~/.bash_profile, ~/.bashrc

lhoalHwalKmMT

B PS1="type something! '

B Mot sé ma sir dung cho prompt la:

\d the date (day-of-the-week month day)
\h the hostname (without the domain)

\n start a new line

\u the current username

\w the working directory

Bai 2.

Muc dich: Khéng st dung giao dién d6 hoa, stir dung command line d€ thuc hién

cac lénh co ban vé file-folder.

1. Kiém tra menu Applications/Game chlra cac thanh phan nao. St dung
rom dé cai dat géi phan mém gnome-games-2.22.1.1-4.fc9.i386.rpm. Sau
do tim trong menu Games xem c6 chuong trinh méi hay khéng? Chay thy
1 hay 2 chuwong trinh. Sau dé remove goéi phan mém nay ra khoi may do.
Kiém tra trong danh sach cac goi da cai vao may si&r dung RPM c6 chira
go6i gnome-games khoéng? Str dung rmp dé& remove goi nay ra khoi may
a0. Kiém tra con cac game trong may hay khéng?

2. Kiém tra menu Applications/Education chira cac thanh phan nao. S
dung rpm dé cai dat géi phan mém kdeedu-4.0.3-3.fc9.i386.rpm. (vdi
khoéa chuyén --nodeps) Sau do6 tim trong menu Education xem co
chuong trinh md&i hay khéng? Chay thir 1 hay 2 chuong trinh. Giai thich
tai sao néu cé chuong trinh khdong chay. Sau dé remove goi phan mém
nay ra khéi may ao.

3. Cai dat géi phan mém tr source john-1.7.3.1.tar.gz. Doc file huéng dan
kém theo phan mém (readme, install...) dé s&* dung phadn mém nay bé

khoéa va tim ra password cula cac tai khoan cua Linux. Bai tap dugc xem

Ko K AT
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la hoan tat khi thuc hién goi 1énh john thanh cong (tuy hé théng, tuy vao
config cho phan mém john co thé bé dugc password hay khong).

4. Cai dat goi phan mém tu source units-1.74.tar.gz. Day la phan mém tién
ich chuyén d&i don vi do ludng. Xem hudng dan dé cai dat va sir dung
phan mém nay.

5. Cai dat phan mém wine (phan mém dung dé thuc thi &’ng dung MS
Windows trén Linux) s&* dung yum (cai dat tr local pakages). BDoc huéng
dan sir dung wine kém theo phan mém dé chay chuang trinh putty.exe
ciia MS Windows. Chép phan mém notepad.exe vao may &o Linux va

thuc thi.

Goiy:

S dung cac Iénh:rpm vdi khéa —i,-e,--nodeps,-q

Bai 3.

Muc dich: S dung command line dé thuc hién cac Iénh co ban vé permission
trén user-group.

1. Tao 3 group G1, G2 va G3. Tao 3 user u1, u2, u3 tvong ng thudc 3
group G1, G2, G3 va thiét lap password twong ng trung vai tén user.

2. Thay d6i group chinh ctia user u2 t&r G2 thanh G3.

3. Thiét lap d& u1 thudc thém 2 group G2, G3, u2 thubdc thém group G1.
Dung Iénh gi dé ki€ém tra tirng tai khoan u1, u2, u3 thudc dang cac group
da thiét lap?

4. Tao folder /test. Trong folder nay cé 2 folder con: tets1, test2. Trong mdi
folder co6 1 file: test1.txt va test2.txt. Phan quyén dé test1.txt cé chu la u1
va G2 s dung Iénh chmod vé&i cach danh sé nhi phan. Phan quyén dé
test2.txt c6 chd la u2 va G1. Kiém tra két qua tirng file dung l1énh gi?

5. Kiém tra thu muc test cé chi hién tai la user nao va group nao.? Thuc
hién thay déi cha cua thu muc test va tat ca file-thu muc trong no 1a u2 va
g1. Kiém tra lai thay d&i nay.

6. Phan thém quyén dé group chu file test2.txt c6 thé doc,ghi, execute s
dung phép gan quyén truc tiép (g=rwx). Kiém tra bang lénh vi d& sira noi

dung vdi tai khoan u1, u2 va u3.
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7. Thuc hién thay d&i shell ctia u1 va u2 thanh nologin. Restart Linux (bang

command line va login vao vdéi tai khoan u1, u2 va u3.

Bai 4.

Muc dich: S dung command line dé thuc hién cac Iénh co ban vé permission
trén user-group.

1. Trung Tam CNTT gém 2 t6: LapTrinh va Mang. Méi t6 c6 2 Gido vién. Tai
file foldder /tailieu cé 2 file: dethimang.txt va dethilaptrinh.txt. Thuc hién
cac yéu cau sau:

a. Tao thu muc /backup, va chép toan bd thu muc /tailieu vao trong
thu muc /backup. Tt thu muc /backup:

i. Thuc hién nén file dethimang.txt thanh dethimang.txt.gz
ii. Thuc hién gidi nén file dethimang.txt.gz thanh dethimang.txt
ii. Thuc hién nén toan bd thuy muc tailieu tanh fle tailieu.tar.gz.

b. Tu tai khoan root, tao 2 group LapTrinh va Mang. Trong méi group
cO 2 user giao vién. Tao user GiamDoc.

c. Tao 2 file dethimang.txt va dethilaptrinh.txt trong folder /tailieu.

d. Cac Giao vién thudc t6 LapTrinh dudc phép xem, sira, xoa file
dethilaptrinh.txt nhung khéng duwoc xem, slra file dethimang.txt.
Ngudc lai cho cac gido vién thudc té6 Mang.

e. Tai khoan Giambdéc dudc quyén xem (khéng duoc sira) 2 file dé
thi noi trén.

f. Md& dong thoi 3 terminal va login vao véi tai khoan tuwong ng:
GiamDoc, giao vién lap trinh, giao vién mang. Thuc hién chinh sra

cac file dé thi nai trén (s dung vi) dé€ kiém tra viéc phan quyén.
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Module 3: On tap: Két gan thiét bi vé&i Linux.

No6i dung kién thirc thuc hanh:

+Giao ti€p gilta may ao va host

+S& dung Iénh mount

Bai 1:

Muc dich: S&r dung Vmware Tools dé& hé trg thuc hién trao ddi dich vu gilra host
XP va VM Linux.

1. Cai dat Vmware Tools. Chu y: Ghi lai hudng dan dé khdi ddéng dich vu
kéo tha file.
2. Khéi déng dich vu kéo tha file. T Host XP kéo tha mét vai file sang

Desktop cua Linux va ngugc lai.

Bai 2:

Muc dich: Tir may ao Linux truy xuat toan bd 6 cirng C, D clia may host (st

dung MS Windows XP)

1. T Vmware workstation, thém 2 harddisk vao may ao la dia C va dia D.

2. T Linux, tao 2 thv muc /mnt/diac va /mnt/diad. Thuc hién mount tuong
*ng 2 dia C va D ndi trén vao 2 thy muc mdi nay.

3. T Linux, thuc hién copy file /etc/passwd vao dia C va D cla may host
XP.

4. Tu Linux, thuc hién copy file notepad.exe t&* may host XP vao man hinh

Desktop cua user hién tai.

Bai 3:

Muc dich: St dung folder share ciia Vmware dé chép thong tin t&r may host XP

sang Linux.
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. T’ may host XP tao 2 folder d:\temp\ttcntt_public va d:\temp\ttcntt_doc.

Tao file vidu.doc trong ca 2 folder nay.
T& Vmware workstation thiét lap dé share 2 thu muc nay véi yéu cau:

a. d:\temp\ttcntt_public: read-write

b. d:\temp\ttcntt_doc : read-only
T’ Linux thuwc hién mount 2 thu muc nay. Tw Linux, copy file
/etc/pam.d/gdm vao ttcntt_public, xéa file vidu.doc cuta ttentt_public. Th
x06a file vidu.doc cua thu muc ttentt_doc. Copy file vidu.doc ctia thu muc
ttcntt_doc vao man hinh Desktop cta user hién tai. Ki€ém tra lai bang cach

md cac folder nay trong Explorer ctia host XP.

Bai 4:

Muc dich: Sir dung chirc nang mount véi CDROM théng qua file ISO

. T may host XP, s&r dung phan mém MagiclSO hay PowerlSO dé€ tao file

Linux_soft.ISO chira cac file . rpm da duoc chép.
TU Vmware workstation thi€ 1ap CDROM tré dén file ISO nay.
T Linux tao folder /mnt/cdrom_iso va thuc hién mount CDROM vao thuv

muc nay. T Linux, copy toan bd file .rpm tw file ISO vao folder /tmp

Bai 5:

Muc dich: SI* dung chirc nang Share vd&i Samba dé coy file tir host XP sang may
ao LINUX.

1.

T may host XP tao folder c:/temp1 chira file vidu.doc va thuc hién share
folder nay vai tén la temp1.

Tw Linux, tr menu Places-Network, sir dung chirc nang Open Location
cla dé md folder share temp1 ctia may host XP. Copy file vidu.doc vao

man hinh Desktop cua user hién tai

Bai 6:

Muc dich: S&* dung dich vu SSH dé& copy file gitra host XP va VM Linux.
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. TU Linux kiém tra xem sshd c6 duoc khdi dong dé chay chua? Néu chua

thi khai dong dich vu nay.

. Doc dia chi eth0 hay eth1 cda Linux bang cach dung Iénh ifconfig trong

linux. Thuc hién ping ti Linux quan may chi XP va ngudgc lai d€ kiém tra

két ndi thanh cong.

. T Host XP, dung WIinSCP dé két néi vdi Linux. Thuc hién copy file

wordpad.exe t¥ host XP vao man hinh Desktop cla Linux user hién tai.

Thuc hién copy file /etc/passwd vao Desktop clia host Xp hién tai.
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Module 4: On tap: Remote conect vé&i Linux.

No6i dung kién thirc thuc hanh:

+Remote login vdi Linux

+Permission bit: SUID, SGID, Sticky bit

lhoalHwalKmMT

Bai 1:

Muc dich: Remote login vao Linux

1. T Linux, kha&i déng dich vu sshd.

2. T host XP, dung phan mém Putty d& remote login vao Linux vdi tai
khoan root.

3. T host XP, ti€p tuc ma ti€p 2 clra s6 Putty dé remote login vao Linux vai
tai khoan u1 va u2 (néu Linux chua co thi tao va dat password cho 2 user
u1, u2). K& tir thai diém nay chi s&r dung putty dé lam viéc vdi Linux,
khong lam viéc truc tiép trén may ao Linux.

4. T& man hinh root, cho biét cac user nao dang login vao hé théng?

5. T man hinh root gdi théng diép cho user u1 va u2, va ngugc lai. Tw u1
gdi thong diép cho tat ca user trong hé théng.

6. Cho biét 2 Iénh gdi thong diép da sir dung dugc luu & thu muc nao? Cho
bi€t phan quyén trén 2 file 1énh nay theo user-group-other.

7. User u1 khong mudn bi ti€p tuc quay ray bdi cac message. Thuc hién
Iénh gi d€ ngan khéng nhan thong diép tir cac user khac?

8. T root gdi mail cho u1 vé ndi dung chuan bi ki€ém tra gitra ky.

9. Tu remote login thuc hién shutdown va restart Linux trong 2 phut ké tiép.

10.Dung Putty d€ login vao vdi tai khoan u1. Boc cac email da nhan duac,
tra 10i cho root vé viéc da nhan duoc mail.

11.M3 thém 1 clra s& Putty va login vdi tai khoan root. Doc tat ca cac email

hién co. Kiém tra tinh trang login vao hé théng.
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Bai 2:

Muc dich: St dung Linux theo nhém. Tat ca déu s dung command line mode.

Chu y 13, tat ca sinh vién trong nhém chi trao d6i hay hudng dan qua chat hay
mail, khdng di chuyén hay ndéi chuyén.
1. Chon 1 may tinh lam server Linux. M6t sinh vién quan tri Linux server

trén 1 may (SV1) dong vai tro admin hé théng, 2 SV con lai (SV2, SV3)

lhoalHwalKmMT

dong vai tro user ngbi 3 2 may khac nhau va login vao hé théng. Dung
lénh who dé xem xét nhirng ngudi login vao hé thdng. Lam thé nao cho
biét cac user trong hé théng dang lam gi (s& dung chuong trinh gi)?

2. SV1 tao 1 thv muc (baithi) chira 2 file text véi ndi dung la ngay thang nam
sinh, dia chi, email va SDT cta minh, s& thich, kha nang. Thuc hién nén
thuv muc nay thanh 1 file tar va 1 file tar.gz. Tao thuv muc khac (chiaxe)
chira 2 file nay sao cho cac SV khac co thé doc, khong thé xdéa. Thong
bao (chat hay mail) cho 2 SV con lai chinh xac tén file (khdng théng bao
vi tri thu muc cht file). Cac SV con lai tim ki€ém dé biét vi tri folder chira
cac file nay.

3. SV2 va SV3 chép 2 file (.tar va .tar.gz) vé thu muc home ctia minh, déng
thai giai nén file tar.gz, va file .tar. Boc théng tin ctia ban géi. Thir x6a cac
file cila SV1 c6 duoc hay khong?

4. SV1 thuc hién thiét Iap lai phan quyén cho thu muc chiaxe sao cho SV1
hodac SV2 khong thé xoa hay déi tén file cta file khéng thudéc vé minh.
SV1 va SV2 tu tao 2 file thdng tin ciia minh sv1.txt va sv2.txt (dung cat
hoac vi) trén folder chiaxe. Sau d6 thr xoa file khéng phai cia minh. Néu
khong thanh céng thi bao cho SV1 biét d& diéu chinh.

5. SV1 va SV2 dung Wordpad (cia Windows XP) tao file svi.doc va
sv2.doc chira thdong tin vé ngay sinh, qué quan ctua minh. Nén file va
chép cho SV con lai. Cac SV chép file thong tin ctia ban vé may, dung
wordpad dé doc file.

6. SV1 gdi thong bao cho SV2 SV3 vé viéc qua gid lam bai. T SV1 (root)
thuc hién cho SV1 va SV2 logout.

7. SV1 chép file r.rpm tir USB. Dung lénh dé cho biét day la package gi?
Sau d6 chép cho SV1. SV1 Iénh dé€ cho biét day la package gi, sau dé

thuc hién cai va thuc thi chuong trinh trén server.
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10.

11.

12.

Root (SV1) mudn cé cac bao cao clia SV2 va Sv3 vé danh sach cac file
tar trong thu muc Home ctia méi user. SV2 va Sv3 tu tao 2 danh sach
bao cao, dat tén la baocao.tar va dé trong th muc home clia minh dé
SV1 kiém tra.

Root (SV1) thiét I1ap sao cho khi tat ca user ciia hé théng dang nhap vao,
thi ddu nhac (prompt) hién thi dang: TTCNTT — [Pudng dan hién tail,
déng thsi dudng dan mac dinh tré thém dén thu muc /ttentt (SV1 tao thuw
muc nay), va tao Iénh mdi ff la 1énh tim kiém tir thw muc / theo tén file.
Cac Sv2, SV3 ngoai viéc sir dung cac thiét l1ap chung nay, tu tuy chinh lai
ddu nhac bang cach hién thi: TTCNTT-[ténUser]-[Pudng dan hién tai], va
duong dan PATH bé sung thém thu muc TaiLieuTTCNTT néng trong
home clia user (Sinh vién tu tao), va tao 1énh mdi myff 1a Iénh tim ki€m t&
thu muc ~ theo tén file. Cha y la, cac thiét 1ap nay phai duoc lvu gilr lai
ngay ca khi restart server Linux. Cac SV restart server dé kiém tra.

Mai sinh vién tu viét 1 script dat tai /temp, véi tén 1a get_infor_SV_i.sh.
Script nay thuc hién cac cong viéc sau, va phan quyén dé tat ca moi
ngudi déu cé thé str dung script nay

Hién tén ngudi viét sript

L

b. Hién tén user hién tai, thong tin vé user hién tai
c. Xoa thu muc /tmp trong ~ va tao lai thu muc /tmp. Trude va sau khi
xb6a phai hién théng bao cho ngudi dung biét
d. Hién thi danh sach cho biét cac user dang log in va dang lam gi?
e. HIén thi IP cia may tinh hién tai
SV2 cai dat phan mém nmap tu file rpom (nmap-4.76-1.i386.rpm) SV3
thuc thi chuong trinh nay va cho biét n6 dung dé lam gi. SV1 remove
phan mém nay ra khéi may.
SV1 hodc SV2 login va dung quyén root dé€ shutdown hé théng. Trudc

khi shutdown phai géi thong bao cho tat ca moi ngudi trén hé thong.
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Module 5: On tap: Quan Ly Process.

No6i dung kién thirc thuc hanh:

+Doc hi€u cac thong tin vé process

+S& dung Iénh: ps, pstree, kill, killall, fg, bg, nice, renice, jobs

lhoalHwalKmMT

Bai 1:

Muc dich: Quan ly process

1. 3 sinh vién st dung chung 1 Linux server, login ti 2 may tinh bang putty
Trén mbi may md 2 terminal, login v&i user ttentt va sv tuong ing. (SV1
str dung user1, SV2 sir dung user2 va SV3 st* dung user3).

2. Cho biét tén lIénh nao twaong Ung vdi cac process cla user hién tai (gia s
dang s dung terminal cta tcntt). Cho biét process nao cé trang thai la
runable, process nao co trang thai la sleep.

3. Dung ps hién thi tat ca cac process dang thuc thi trong hé théng theo
dang day du théng tin. Cho biét PID cla Iénh ps vira mdi thuc thi? Liét ké
theo mo hinh cay cac process té tién cla Iénh ps nay. Cho biét process
nao la géc cua lénh ps nay?

4. Cho biét dich vu vé bluetooth cé duoc khdi dong trén may tinh hién tai
chua? Néu cé, cho biét thong tin vé priority va nice clia process nay.

5. M& mot terminal mdi, login v&i root. Cho biét cac process nao va bao
nhiéu process dugc thuc hién tir tai khoan ttentt, root va sv1.

6. Cho biét hé thong dang sir dung bd nhd nhu thé nao: bao nhiéu Ram,
swap (t6ng cbdng va con du). Cho biét cac process nao st dung nhiéu bd
nhat nhat.

7. Liét ké danh sach cac process thudc user hién hanh. Tao Iénh f la bi
danh cua lénh find dung d€ tim theo tén file trong hé théng tinh tir thw
muc g6c /. Dung lénh f d€ tim file ttentt.txt. Trong qua trinh dang tim, cho
dirng process nay. Dung Iénh Kill véi signal SIGTERM dé€ hly process
nay. Kiém tra bang Iénh ps xem thir process nay con hoat dong hay
khong? Dung Iénh kill, killall hay pkill d€ dirng process nay vdi signal
nao? Kiém tra bang Iénh ps.

8. Dung Iénh kill d€ hlly terminal hién tai.
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9. Dung Iénh killall d€ tat ca cac bash shell hién tai.

Bai 2:

Muc dich: Remote login vao Linux st&r dung putty

1. 3 sinh vién s dung chung 1 Linux server, login tir 2 may tinh bang putty.

2. Tao thu muc /ttentt va phan quyén dé 3 sinh vién cd thé xem, xda sira
trong thv muc dé. Tao script (tén la loop.sh) hi€n thi danh sach cac user
dang login vao may tinh, va c 10 gidy thi hi€n thi danh sach nay mét lan.
Luu script nay vao thuy muc nai trén.

3. Mi thuc thi script noéi trén. Sau dé cho dirng script, réi chuyén lai
foreground. Cho dirng script nay, va chuyén vé background. Thoat Iénh
nay. Cho biét cac process dang thuc hién & background bang Iénh gi?

4. Méi SV thuc hién goi I&nh loop.sh & cau trén nay & dang backgound, sau
do chuyén vé foreground. Méi SV tu hlly 1énh nay cia SV khac, theo thi
tv nhu sau: SV1 huay Iénh loop.sh cia SV2, SV2 huy cia SV3, va SV3
hay ctia SV1. M6 ta cach hdy process loop.sh clia chinh xac user can
hay. Sau khi hily xong, gdi théng tin dé€ sinh vién twong &*ng xac nhan viéc
hay thanh céng.

5. Goi lai script néi trén vdi gia tri nice la 3. Dung Iénh ps dé€ kiém tra gia tri
nice va priority clia process nay. Tang nice tlr 3 1én 6. Kiém tra lai gia tri
nice va priority. Giam gia tri nice 5 don vi.

6. Céac SV xem gid hé théng hién tai. Méi SV tao mét at daemon dung dé liét
ké: (danh sach cac process dang thuc hién ciia minh) va (danh sach cac
file, thu muc tai vi tri ~) vao file reportSv_X.txt tai thu muc /ttentt. Sau doé
ki€ém tra lai ndi dung file nay cla minh va cac SV con lai. Thém moét at
daemon dung dé tu dong gdi email sau 2 phut dén tat ca user khac voi
Subject la “Mail tv ddng t& at daemon, khéng replay:”+ tén sinh vién,
message la sd thich clia Sv dé. Doc email cia minh dé€ kiém tra cac SV
khac co thuc hién dugc khéng.

7. MAi SV tao mét cron daemon dung dé:

a. Cu 1 phut lai géi email dén 2 user con véi emial Subject la “Mail tu
dong tir cron service, khdng replay:”+ tén sinh vién, message la sé

dién thoai cua minh.
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. Cu 1 gig lai thuc hién backup toan bd file trong thu muc ~ clia

minh vao thu muc /backup (néu chua cé thi tao)
(BGi véi root) Cl* 1 ngay phai xoa tat ca ndéi dung bén trong thu

muc /tmp
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Module 6: BootLoader- RunLevel.

No6i dung kién thirc thuc hanh:

+Config bootloader véi GRUB

+Hiéu va config runlevel

Bai 1:

Muc dich: Config va s&* dung GRUB

Exercise 11.1 trang 633

Thuc hién hack password cla root, d6i password root thanh
khoakhvaktmt.

Sau khi hack password cua root & cau trén, thuc hién thiét 1ap password
cho GRUB & menu boot méc dinh la cse (d€ khéng cho phép vao GRUB
va hack password root theo cach trén).

Thiét 1ap password khi ngudi dung muén boot vao Linux la cse1,
password khi nguoi dung mudn boot tir FDD la cse2

Thém 2 menu boot option: Halt va reboot

Thém 2 menu boot: dat tén la Linux start to runlevel 3 v&i password Ia
cse3, Linux start to runlevel 2 véi password la cse2. Reboot may va kiém
tra 2 muc boot mdi nay. Cho biét 1énh nao dung d€ hién thi current
runlevel

Boot vao menu boot vdi runlevel 3. T ché d6 runlevel nay, Thiét lap tat

ca password noi trén theo chuan ma héa md>5.

Bai 2:

Muc dich: Cai dat hé théng dual boot véi XP — Linux vai Grub bootloader

-

nal

S dung Hirenboot d€ chia may tinh lam 4 partition

Theo cac huéng dan cla gido trinh tir trang 636-638

Thiét lap lai tén cua hai hé diéu hanh lan lvgc |a Fedora10 va XPTiny.
Thuc hién thiét 1ap password 2 I16p cho tat ca 2 hé diéu hanh dual boot

cua hé théng
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—, | Bai 3: (Thuc hanh énha)

Muc dich: Cai dat hé théng dual boot véi XP — Linux v3i NTLoader bootloader

1. Theo cac hudng dan clia gido trinh tir trang 638-640
2. Sinh vién chup hinh cac budc tién hanh ctia minh, mé ta cac budc va ndp

file bao cao cho GV hudng dan thuc hanh vao tuan ké tiép.

lhoalHwalKmMT

Bai 4:

Muc dich: Working with Linux Runlevels

1. Exercise 11.2 trang 652-653

Bai 5:

Muc dich: St dung runlevel

1. Boot Linux, chuyén sang runlevel 3 t&r man hinh bootloader. Kiém tra dich
vu bluetooth, irda, ip6tables c6 duwgc béat d runlevel nao? Tat dich vu nay
@ tat ca cac runlevel.

2. Thiét lap d€ may &o Linux khdi ddong mac dinh & runlevel 3. Thuc thi
chuong trinh may tinh gcalctool tr command line (c6é thuc hién dugc
khéng?). Sau d6 chuyén Ién runlevel 5. Khdi ddng chuwong trinh gcalctool.
Dung command line dé thoat chuong trinh calculator nay.

3. Thiét lap d&€ dich vu SSHD dudc khdi ddng & tat ca cac runlevel. Thiét lap
IP tinh dugdc gan tv dong ngay khi khdi ddng may. Kiém tra lai IP may sau
khi khéi dong lai.

4. Hién thi tinh trang runlevel ctia atd. Cho biét tao level 3, atd cé duoc kich
hoat khdi dong hay khéng? Chuyén vao thu muc rc3.d, cho biét cac file
tuwong ng vai atd. Bat atd on & runlevel3. Cho biét cac file twang *ng vdi
atd trong rc3.d. Bat atd off & runlevel3. Cho biét cac file twong *ng vdi atd
trong rc3.d.

5. Kiém tra cac file trong rc1.d va rc2.d, nhan xét diém khac biét gitra ky t75
bat dau cac file & trong 2 thuy muc nay (Sxx va Kxx)? Cho biét 1&énh cron
trong rc1.d va rc2.d cé khac nhau & ky tv dau hay khong? Giai thich tai

sao co sy khac biét nay?
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. Chinh stra Grub dé€ khi vira boot linux, hé théng chd trong 20 giay, véi

mat dinh la reboot option v&i cac menu nhu sau:
+Boot Linux Graphics mode
+Boot Linux Command mode with network support
+Boot Linux Command mode without network support
+Boot Linux Command mode Single user
+Shutdown Computer
+Reboot Computer

+Boot From FDD (* xem hudng dan tai gido trinh)

. S dung Yast (ché& dd d6 hoa) d€ cau hinh cho dich vu rsyncd duoc thuc

thi & level 3. (s&r dung System > System Services (Runlevel).)
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Module 7: Configure Hardware.

I

No6i dung kién thirc thuc hanh:

+Get and config hardware, tuy bién Giao dién d6 hoa, burn CDROM, RAID

lhoalHwalkmi

+Chu y: Sinh vién dung phan mém Camtasia Studio (download tai

http://www.mediafire.com/?itfozgjom33) chup man hinh cac bai tap theo yéu

cau ctua GV thuc hanh va nbép cho GV thuc hanh (hodc gdi vé email :
cselabhui@yahoo.com.vn véi tiéu dé email: HoTenSV_lop_Module_bai).
Bai ndp xem nhu lab report. Két qua gdi cac bai lab dugc dung dé quyét dinh

viéc du thi cudi ky. Hang tuan GV thuc hanh sé kiém tra labreport nay.

Bai 1:

Muc dich: Working with kernel modules

1. Exercise 12.1 trang 683-684

2. Cho biét thong tin vé network card: tén hang San xuat, model.

3. Cho biét thong tin vé CPU, danh sach cac kernel module dugc st dung
bdi hé théng (Huéng dan: xem trang 677)

4. Cho biét kenel module floppy, cdrom c6 dugc nap san sang hay chua?
Thuc hién remove 2 module nay ra khédi hé thdng va cho biét két qua.

5. Thuc hién load kernel module driver ata (ata_generic.ko) (xem hudng dan
trang 680) str dung lIénh insmod

6. Kiém tra xem trong hé théng cé chira driver ctia apple touch hay khéng?
Cho biét thong tin vé driver nay. Kiém tra driver module nay da dudc nap
hay chua? N&u chua nap, s dung modprobe d€ nap kernel module
driver cho apple touch. (xem hudng dan trang 680). Sau do kiém tra xem
kernel module nay da dugc nap chua? Remove kernel module ra khdi bd

nhd.

Bai 2:
Muc dich: Working with Power Management Utilities

1. Exercise 12.2 trang 693-694
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2. T phan giup d& cua Iénh powersave, tim khéa chuyén dung dé sl dung

Iénh powersave dé dua may vé Hibernation sleep mode

Bai 3:

Muc dich: Burning CDs and DVDs

1. Exercise 12.3 trang 699-700

2. Tao file 2 file iso tu thu muc /etc va /tmp tuvong &’ng la backup_etc.iso va
log_temp.iso. Chép file backup_etc.iso vao may XP, tao CDROM két nai
vai file iso nay, sau dé6 mount cdrom vira tao nay vao /media/backup_iso.
Thuc hién xem lai ndi dung cdrom vira mount. Unmount thu muc naéi trén.
(SV c6 thé xem huéng dan trang 696 dé thuc hién cach khac)

3. S dung phan mém K3b tao file k3bexample.iso trong /tmp chira ndi dung
toan bd thu muc /etc. Mount vao thu muc /mnt/cdk3b va kiém tra noi
dung. Chép file nay vao desktop ciia may XP.

4. Cai dat chuong trinh Error! Not a valid link.Burning Rom. S& dung Error! Not a
valid link. d€é tao file CDROM ttcntt.iso chira 2 thuw muc TTCNTT1 (trong
thuy muc nay chtra /etc) va TTCNTT2 (trong thuy muc nay chra /tmp).
Thuc hién mount truc ti€p file iso nay vao /mnt/ttcntt va xem ndi dung.

(xem hudng dan trang 696)

Bai 4:

Muc dich: Creating a Software RAID Array
1. Exercise 12.4 trang 710-711 (tao RAID 0)
2. (Bai tap Thuc hién & nha) Tao RAID 1 va RAID 5. Nop cho GV theo
huwéng dan phia trén.

Bai 5:

Muc dich: S&r dung GNOME (KDE) (tuy phién ban)
1. Thay d6i Background, Theme cua giao dién d6 hoa. Tuy bi€n Screen
Saver. Sau do tat Screen Saver.
2. Bat SSH deamon tai linux server. T mét may XP khac dung Putty két

hop vai mét X11 Server software d€ remote vao server. Sau dé thuc hién
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mot s6 (*ng dung giao dién d6 hoa tai client Xp: xterm, yast2 (dang do6

hoa).

. M& thém 1 may XP, chuyén man hinh xuat dé6 hoa vé may XP da cai X

server & cau ndi trén. Thuc hién Iénh amarok, kscd, xterm, yast2 dé€ xem

(’ng dung hién thi trén may XP th& nhat.

. (Phan biét chirc nang) Chuyén linux vé runlevel 5. Thiét l1ap d€ sir dung

vnc remote administration tir windows Xp.
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Module 8: Configure Network Board.

No6i dung kién thirc thuc hanh:

+Config IP cho Network card. S&* dung command line & runlevel 3

+Xay dung Linux router

Bai 1:

Muc dich: Use ifconfig command to manage network interface

1. Exercise 13.1 trang 759

2. Chuyén defaut relevel cho Linux vé level 3. Bat sshd cho khdi dong &
runlevel 3. Restart may tinh.

3. Thiét lap IP tinh cho host XP la 192.168.X.1/24 (X la s6 may trong phong
thuc hanh). Béi véi may Linux: thiét 1ap IP tinh mac dinh cho ethO (IP
duoc thiét 1ap ngay ca khi restart may). IP : 192.168.X.2/24; DNS server
la 203.113.131.1 va 203.162.4.190 (Chu y: Néu may tinh chi cé eth1 thi
déi tén va chuyén thanh eth0). Thuc hién cap nhat IP cho Linux ma
khong khdi dong lai may. Sau do restart Linux dé kiém tra lai IP c6 con
duagc gilt lai hay khéng. (tham khao bang 13-3 trang 755).

4. Thiét lap default gateway mac dinh cho Linux la: 192.168.X.3 bang 2
cach:

i. S dung Iénh route add
ii. SUr dung khai bao default gateway cho file config twong rng

5. Thiét lap thong tin phéan gidi tén may mylocalfileserver la

203.113.131.255, mylocalwebserver la 203.113.131.254. ping th& vao

cac tén may nay dé kiém tra.

Bai 2:

Muc dich: Use ifconfig command to manage network interface
1. Tao nhém 2 sinh vién (SV1 va SV2) d€ thiét 1ap 2 network khac nhau
(192.168.SV1.0/24 va 192.168.8V2.0/24). Mdi may tinh SV tu thiét 1ap IP
cho host XP 1a 192.168.X.1/24. Chuyén defaut relevel cho Linux vé level
3. Bat sshd cho khé&i déng & runlevel 3. M6i may Linux tao 1 tai khoan cho

sv con lai login vao hé théng. Tao 1 folder /chung va phan quyén g€ tai
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khoan nay co thé doc-ghi. Kiém tra dich vu network cé duoc bat d level
hién tai chua (level 3), néu chua thi bat 1Ién mac dinh.
2. Thém 1 network adapter nira cho méi may Linux (M&i may &o Linux sé& co
2 network adapter la ethO va eth1).
3. Thiét lap IP cho méi may do Linux nhu sau:
ethO: 192.168.X.2/24, default gateway la 192.168.Y.2 (s&r dung
Iénh route add), DNS la 192.168.Y.2
eth1: 192.168.Y.3/24 (Y la s6 may sinh vién con lai), default

gateway la 192.168.Y.2 (str dung file config)
(mdi may Linux c6 1 network adapter cung net vSi may Linux cla sinh
vién con lai).

4. Thuc hién ping tir may XP dén Linux may ctia SV con lai. M&i SV m& mét
két ndi sshd login vao Linux cla Sv con lai. Bao cho ban biét minh da
dang nhéap thanh coéng vao hé thdng. Tao at daemon dung dé tu logout
khoi hé théng Linux cua sinh vién con lai sau 3 phat. Thuc hién nén 2 file
config mang ifcnfg-*.conf cda may minh vao thuv muc /chung trén may
ban.

5. Dung Iénh netstat d€ hién thi trang thai network interface, routing table.
Dung lénh traceroute dé€ hién thi tuyén dudng gilta 2 may Linux va Xp cua

ban. Dung |Iénh route d& hién thi routing table.

Bai 3:

Muc dich: Use ifconfig command to manage network interface
1. Thuc hién tuong tu bai 2, (lam nhém 2 sinh vién) nhung méi may Linux
chi c6 1 network adapter. Network adapter nay duoc thié€t lap véi 2 IP

twong ng vai bai tap trén bang cach dung lénh ifconfig.

Bai 4:

Muc dich: Use ifconfig command to manage network interface
1. SV dung 2 may tinh XP va 1 router Linux. Thuc hién config dé€ t&r may A

co thé ping qua may B va nguadc lai.
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Etho 11.0.0.1
EthO 11.0.0.254G%Eth1 1752.17.0.254

Host B
Eth0 172.17.0.1

Host A i
L

Bai 4:

Muc dich: S dung Linux lam router

1.

Tao nhém 3 sinh vién (SV1, SV2 va SV3) dé thiét 1ap hé théng gom 3
network vai 2 router (xem hinh). Thay byte dau (11, 172, 192 bang 3 s8
may cuia 3 SV trong nhém).
Hé théng gom 3 network: Network A: 11.0.0.0/8, Network B:
172.17.0.0/16, Network C: 192.168.2.0/24. Host A, B va C st dung
Windows: Host A: 11.0.0.1, Host B: 172.17.0.1, Host C: 192.168.2.1 . Hai
Linux router: Router R-ab va R-bc

i. Router R-ab: ethO 11.0.0.254, eth1 172.17.0.254

ii. Router R-bc: eth0 172.17.254.254, eth1 192.168.2.254
S dung lénh ping dé& ki€ém tra 5 may tinh (3 host2 va 2 router) co thé lién
hé vai nhau.
T Router AB (hay BC) biét tuyén mang dén Host C (hay Host A). Hién
thi thdng tin va trang thai tai router AB (hay BC).
Thay host B bang may Linux.
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Host B
Eth0 172.17.0.1
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Module 9: Configuring Linux Network Service:DHCP

No6i dung kién thirc thuc hanh:

+ Configuring Linux Network Service: DHCP & Router

lhoalHwalkmi

Bai 1:

Muc dich: Install and configure Linux DHCP server

1. Chép phan mém dhcp-serverX.rpm ti¥ GV hudng dan thuc hanh chia
dang file iso. Chép file iso vao linux, ti linux doc file iso nay va cai dat
dhcp server.

2. Exercise 14.1 trang 800-801

3. Dung DHCP server, IP cia DHCP server la X.168.1.1/24 (st dung
VMNET1, X la s6 may clta SV) dé€ cép phat day IP tr X.168.1.10/24 ...
X.168.1.20 /24, DNS server la 203.113.131.1, default gateway la
X.168.1.254. Bat dhcpd duoc thuc thi tw dong & runlevel 3. Kiém tra lai
dhcpd da duoc bat tw ddng & runlevel 3 hay chua? Restart dhcpd, va
dung lénh gi dé kiém tra dich vu cé duodc khdi dong thanh cong hay
khéng? Thuc hién xin cép IP cta XP that trén netcard VMNET1 va kiém
tra c6 dugc cap phat dang hay khéng? Kiém tra lai log message vé van
dé co client xin cap IP tai server.

4. Khéi dong may XP ao (VMNet1). BPoc MAC address cia XP. Chinh slra
dhcp server dé cap phat IP cho XP do nay la X.168.1.15. Kiém tra IP cla
XP théat trén netcard VMNET1 cé dudc cap phat dung X.168.1.15 hay
khéng?

Bai 2: DHCP & Router & Fixed Address & Pool Address

1. Dung DHCP server chinh la router cap 2 day IP: VMNETS8
(x.168.27.10..x.168.27.50) cdp cho M1 (dung VMNETS8), day IP:
(x.168.38.5..x.168.38.5) cap fixed theo MAC address cho M2. Cau hinh
DHCP dé M1 co thé ping dén M2 va nguagc lai.

2. Kiém tra DHCP c6 dudgc chroot hay khong?
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N 3. Cau hinh DHCP Pool dé DHCP céap cho day dia chi t* x.168.38.6->
x.168.38.60 cho may that M3. Cac may khac dwoc cap tr x.168.38.61->
x.168.38.65.

@ x 168.27.X /24
M1

DHCP Server
Router

A <z Ew
iﬂlll Huéng dan thuc hanh - Linux 2
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X.168.27.1/24 X .168.38.1/24

o X .168.38.5/24
M2

Bai 3: DHCP & Router: bai tdp nhom 3 SV

1. Tat ca cac may cua 3 SV dé st dung bridge. Sau khi bai tap hoan tat, M1
M2 va M3 phai déu ping thdy nhau. M3 la SuSe client, M1 va M2 |la may
4o XP. DHCP1 chi cdp duy nhat 1 IP theo MAC address cho M1, DHCP2
chi cap duy nhat 1 IP theo MAC address cho M2. M3 duoc gan static IP.

2. Trén ma1yM3 tao 2 tai khoan SVx va Svy dé remote login vao. M3 phai
bat tv déng dich vu SSH & run level3.
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X .168.27.2/24
DHCP Server 1

= @ X.168.27.5/24
M1 (XP client, DHCP)

Z.168.27 5124 static IP
M3 {linux client)

Z.168.27 1124 @

Router

X.168.27.1/24

Router

Z.168.27.254i24
¥.168.38.1/24

Y.168.38.5/24
M2 (XP client, DHCP)

DHCP Server 2

@ . Y.168.38.2124

Bai 4: DHCP Relay Agent

Muc dich: Install and configure Linux DHCP server, router, DHCP relay agent

Mot DHCP Server, co IP 1a 192.168.1.1/24, néi vGi Switch, cd nhiém vu cép IP
doéng cho 2 subnet A, B. Quan ly 3 scope la 192.168.1.x/24, 10.10.10.x/24.
Router R ¢6 2 card mang, card 1 vdi IP la 192.168.1.254 ndi véi Switch 1 ( noi
vdi subnet A), card mang thr 2 c6 IP la 10.10.10.254 n&i véi Switch 2 (n6i vdi
subnet B).
DHCP Relay c6 IP la 10.10.10.1 n&i v&i Switch 2 ( ndi vdi subnet B).

Cac client & subnet A dugc cap IP trong day 192.168.1.x

Cac client & subnet B duwgc cap IP trong day 10.10.10.x

Cau 1 : Thuc hién config d€ DHCP server cdp IP dong cho client 083 subnet A
va B. Ping tr May A qua may B, B qua A, B qua DHCP server, A vé DHCP relay
agent.

Cau 2 : Thuc hién hgp nhat Router R va DHCP relay lam 1 may ao.
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DHCP _Server
DHCP relay agent

Router R
— 10.10.10.254 ‘
194, 168.1.1
O
_% 10.10.10.1
192.168.1.254 Switch

-
Subnet B
10.10.10.x

Subnet A
192.168.1.x

Bai 5: DHCP Relay Agent - Fixed IP Address

Muc dich: Install and configure Linux DHCP server, router, DHCP relay agent

Mot DHCP Server, co IP 1a 192.168.1.1, ndi vdi Switch 1, ¢cé nhiém vu cap IP
déng cho 3 subnet A, B va C. Quan ly 3 scope la 192.168.1.x, 10.10.10x va
172.16.16.x
DHCP Relay 1, c6 2 card mang, card mang th 1 cé IP la 192.168.1.2 néi vdi
Switch 1 ( néi va&i subnet A). Card mang th* 2 c6 IP la 10.10.10.1 ndi véi Switch
2 (nGi véi subnet B).
DHCP Relay 2, c6 2 card mang, card mang th& 1 co IP la 10.10.10.2 n&i véi
Switch 2 ( ndi vdi subnet B). Card mang th& 2 co IP la 172.16.16.1 ndi vai
Switch 3 (ndi vdi subnet ).
Cac client & subnet A dugc cép IP trong day 192.168.1.x. Thiét lap dé
mot may & Subnet A nhan IP ¢ dinh la 192.168.1.192
Cac client & subnet B dugc cap IP trong day 10.10.10.x. Thiét lap dé mét
may & Subnet B nhan IP c6 dinh 1a 10.10.10.10
Cac client & subnet C dugc cép IP trong day 172.16.16.x Thiét lap dé mot
may & Subnet C nhan IP ¢c6 dinh 1a 172.17.16.172
Thuc hién ping tr May C qua may B, C qua may A, A qua may A, C vé DHCP

server.
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DHCP Server

Subnet A
192.168.1.x

Subnet B
10.10.10.x

Bai 6;: DHCP Failover

Cau hinh DHCP Server Failover gdbm DHCP Server master va DHCP Server

slaver cap 2 subnet 192.168.1.X/24 va 10.10.10.x/24. Sau khi hé thdong hoat

dong, thuc hién tat may DHCP master, va thuc hién xin IP & 2 subnet. Sau do

thuc hién bat may master va kiém tra tinh déng bo.

o] 192.168.1.2

10.10.10.254

DHCP Relay ¢
Subnet A Subnet B
192,168.1.x 10.10.10.x
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“"Module 11: Configuring DNS Server.

Bai 1: Configure Primary DNS Server

Muc dich: Install and configure Linux Primary DNS server

1.
2.

Exercise 14.2 trang 816-817

Duwng DNS server dung dé phan giai tén cho cac may XP (XP1, XP2) vdi
yéu cau:

-DNS server c6 IP: 192.168.1.1, may XP1: 192.168.1.10, may XP2:
192.168.1.20

-Phan gidi tén mién xp1l.cse.com vé XP1, -Phan giai tén mién

xp2.cse.com vé XP2, phan gidi tén mién www.cse.com vé XP1, -Phan

gidi tén mién mail.cse.com vé IP 192.168.2.1

-Dat bi danh xp3.cse.com vé XP1, - bi danh xp4.cse.com vé XP2

-Phan gidi ngugc 192.168.1.1-> DNS, 192.168.1.10->xp1.cse.com,
192.168.1.20->xp2.cse.com.

Thuc hién ping theo cac tén mién naéi trén tr XP1 va XP2. Dung lénh
nslookup dé kiém tra. T Server, dung Iénh dig dé kiém tra viéc query

phan giai tén mién.

Bai 2: Linux forward DNS server + slaver DNS Server

1.

Cai dat thém moét Forwarder DNS server trd vé DNS dau tién clha bai
trwde. Thuc hién config DNS server cho may client vé DNS forward nay,
va thu va thuc hién phan giai tén mién.

Cai dat thém mot Slaver DNS server cho DNS dau tién cua bai trudce.
Thuc hién config DNS server cho may client vé DNS slaver nay, thuc
hién tat master DNS server, va thuc hién phan giai tén mién ti client.

Cai dat DHCP server chung v&i may chi DNS server. Cép IP déng cho 2
may XP1 va XP2. Thuc hién ping theo cac tén mién néi trén tor XP1 va

XP2 d€ kiém tra viéc cap phat IP dung tham sé vé DNS server.

Bai 3: Multi domains on Zone, stedung internal va external dns

1.

Cai dat DNS Server cho zone .com phan giadi thuén va ngugc cho dia chi:
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+www.cse.com <->
+mail.cse.com <->
+ftp.cse.com <->

+www.csehui.com <->
+ftp.csehui.com <->

+dns.csehui.com <->

+www.huicse.com <->
+ftp.huicse.com <->

+dns.huicse.com <->

192.168.1.1
192.168.1.2
192.168.1.3

192.168.2.1
192.168.2.2
192.168.2.3

192.168.3.1
192.168.3.2
192.168.3.3

S dung nslookup dé€ ki€ém tra viéc phan giai tén mién thuan va nghich.

2. Cai dat DNS Server phan giai phan biét cho internal va extenal nhu sau:

néu ngudi dung truy xuat ti I6p 192.168.1.0/24 thi domain huicse.com va

csehui.com sé tra vé cho server cse.com tuong (’ng.

Bai 4: DDNS

1. Cai dat mét primary DNS server (192.168.1.1) cho domin csehui.net va

mot DHCP server (192.168.1.2). Thiét lap DDNS server. T may XP thuc

hién xin IP, ki€m tra phan giai tén mién cho record mdi nay.

Bai 5: Bai tap Linux DNS server, Router, DHCP server

Muc dich: Install and configure Linux DNS server, Router, DHCP server

1. Tao Vmware Team (néu dung Vmware 7.0- folder néu dung Vmware 8.0)

tao cac Lan network. S dung Linux dé thi€t lap may tinh nhu hinh. Thiét

lap hé théng d€ cac may tinh cé thé phan giai IP t& tén mién

ttentt.hui.com. IP cia may 192.168.27.x dugc cap phat ddéng trong
khoang 5..20 tr DHCP server. SV1 thuc hién cai dat DHCP server va
may 192.168.27.x. SV2 thuc hién cai dat DNS server. SV3 cai dat router

va Web server. D& ki€m tra thanh cong, t&r may 192.168.27.X thuc hién

ping ttcntt.hui.com. (khéng can thuc thi Web access).
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2. Hoan déi phan bai tap cho cac sinh vién véi nhau.

192.168.27.X /27
(X tiv 5..20)

&

192.168.27.2/27
DHCP Server

Router
192.168.38.1/24

192.168.27.1/24

(Web server) @ 192.168.38.5/27

192.168.38.9/27 (DNS server)
ttentt.hui.com
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Module 12: Apache Web Server

No6i dung kién thirc thuc hanh:

+ Configuring Linux Network Service: DNS server va Apache Web server

Bai 1:

Muc dich: Install and configure apache Web Server

1. Cai dat Apache websever (IP server tinh la 192.168.1.1)

2. Cau hinh trang chi dé khi ngudi dung nhap IP t&r Web Browser
192.168.1.1, chuong trinh hién thi website chira: ma SV, ho tén, nai sinh,
ngay sinh, sé dién thoai, va qué quan. Trong website, tai 6 noi sinh chlra
link dan dén website http://192.168.1.1/noisinh.html dung d& hién thi théng
tin v& noi sinh. Tai 6 qué quan cha link dan dén website
http://192.168.1.1/quequan.html dung dé€ hién thi thong tin vé qué quan.

3. Thiét 1ap DNS dé hién thi trang web www.cse.net chira 2 link chi dén 2
trang nai trén trong cung domain.

4. Cai dat php, tao file php hién thi ngay thang va théng tin apache hién
hanh.

Bai 2:

Muc dich: Install and configure apache Web Server using virtual hosts
5. S&r dung lai Apache web server & cau ndi trén, Cau hinh thém DNS

server cho 2 domian (www.cse.net, www.huicse.com, www.cse.com).

Cau hinh web server nay host cho 3 domain: cse.net, huicse.com, va
csehui.com. Trang www.cse.net hién thi thong tin vé& cac chuyén nganh
dao tao cua Khoa Khoa Hoc va Ky Thuat May Tinh - HUI, trang

www.huicse.com hién thi thong tin vé vi tri khoa CSE trong trudng, trang

www.cse.com hién thi thong tin vé thong tin sinh vién lam bai. T trinh

duyét firefox tai server, ki€fm tra 3 domain nay co hién thi dung hay

khéng?
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Bai 3:

Muc dich: Virtual hosts + DNS delegate

1.

Cau hinh DNS server delegate cho cac domain: .net-> cse.net, .net-
>ccs.net, cse.net->ttth.cse.net. Kiém tra bang cach: t&r Xp lient chon DNS
vé bat cir DNS server nao, thuc hién phan giai cho cac tén mién: cse.net,

ccs.net, ttth.cse.net, ftp.cse.net, www.cse.net, ftp.ccs.net, www.ccs.net,

www.ttth.cse.net, ftp.ttth.cse.net.

Thiét 1ap mét Web server host cho cac web site www.cse.net,

www.ccs.net, www.ttth.cse.net dung gidi thiéu thong tin vé 3 don vi nay.

Kiém tra bang cach hién thi 3 website noi trén tir may XP client.

{Web server)
(DNS server)

192.168.27.1 @ @ 192.168.38.1

W, cse.net
WYY, COS. Nt
wwwyy, ttth.cse.net

MET.

Router XP client
192.168.38.254

192.168.27.254

(DNS server) 192.168.38.5

@ 192.168.38.2
CSE.NET.
(DNS server) (DNS server)

192.168.27.2 @ @ 192.168.38.3

CCS MET. TTTH.CSE.NET.

Bai 4:

Muc dich: Install and configure Linux DNS server, Router, DHCP server

1.

Bai tap nhom 3 sinh vién. S& dung Linux dé€ thiét 1ap may tinh nhu hinh.
Bai tap hoan tat khi tr may client XP duwgc DHCP server cap IP
(192.168.27.X) c6 thé sir dung dé truy xudt web site www.ttcntt.hui.com,

www.cse.hui.com, www.cse.com. Cac website clia cac domain nay duoc
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host tai Web Server. Viéc phan giai tén mién do DNS server dam trach,
vGi nhiém vu phan gidi tén mién ttcntt.hui.com, cse.hui.com, cse.com vé

IP 192.168.38.9, va phan giai IP 192.168.38.9 vé tén mién cse.hui.com.

192.168.27.X /27
(X tir 5..20)

&

192.168.27.2/27
DHCP Server

Router
192.168.38.1/24

192.168.27.1/24

(Web server) @ 192.168.38.5/27

192.168.38.9/27 (DNS server)
ttcntt.hui.com
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Module 13: NFS

No6i dung kién thirc thuc hanh:

+ Configuring Linux Network Service : NFS,

Bai 1: NFS

Muc dich: Using NFS service

1. Duwng 3 may Linux vai IP la 192.168.1.1...192.168.1.3 (/24). Thiét lap
NFS dé share thu muc /tmp trén 192.168.1.1 cho tat ca user duwgc quyén
doc. T 192.168.1.2, thuc hién mount thu muc share cia minh vé
/mnt/nfsshare. Kiém tra ndi dung thv muc /mnt/nfsshare cé dung hay
khéng.

2. Tao 2 thv muc /tmp/SV2 va /tmp/SV3. Thuc hién export 2 thu muc nay,
véi SV3 la read-only cho 192.168.2, read-write cho 192.168.1.3. Thu
muc SV2 la read-write cho 192.168.1.2, read only cho 192.168.1.3. Trén
may 192.168.1.2 va 192.168.1.3 thuwc hién mount 2 thv muc share ndi
trén va kiém tra viéc doc-ghi.

3. Cau hinh dé cac may 192.168.1.2 va 192.168.1.3 tu déng mount vao 2

thu muc néi trén méi khi reboot.

Bai 2:

Muc dich: Install and configure Linux DNS server, Router, DHCP server, DHCP
relay, Web server
1. Dung may DHCP server. Chép tat ca phan mém can si* dung vao may
nay. Cac may linux con lai khi muén chép phan mém cai dat thi chép ti
may DHCP server théng quan NFS.
2. S dung Linux d€ thiét 1ap may tinh nhu hinh. Bai tap hoan tat khi tir may
client XP1 (192.168.1.x), XP2 (10.10.10.x) dudc DHCP server cép IP ¢

thé sir dung dé& truy xuat web site www.cse.hui.com, www.cse.com,

www.khoakhvaktmt.com.edu. Cac 3 website cia cac domain nay duoc

host tai 2 Web Server véi ndi dung khac nhau: gidi thi€u khoa CSE HUI,
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gidi thie65i SV khoa, gidi thiéu chuyén nganh khoa. Viéc phan giai tén
mién do DNS server dam trach.
3. Néu cac may I6p 192.168.1.0/24 truy xuat dén www.cse.com hay

www.csehui.com déu tra vé website www.khoakhvaktmt.com.edu.

4. Thiét 1ap NFS dé tir may linux client 1 hay 2 c6 thé cap nhat website clia
3 domain ndi trén thong qua NFS.
5. Cau hinh dé Webserver2 la slaver DNS cua DNS server, DNS server

thanh DDNS server theo domain cse.com cho cac may client & subnet A.

DHCP Server
DHCP relay agent
Router R
i 10.10.10.254 . Linux client 1
1051801 _— v| Subnet B8
10.16.10.x
% (2..4)

; : 192,168.1.254 Switch
Linux client 2 s

Subnet A

192.168.1.x
X (2.4)
DNS server
Web server 1 192.168.1.20 Weh server2
192.168.1.10 192.168.1.11
WWW.CSe.com www . khoakhktmt.com.edu

www.csehui.com
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Module 14: Using Samba - Cups

No6i dung kién thirc thuc hanh:

+ Configuring Linux Network Service : Samba, NFS, Print server

Muc dich: Using SamBa client
1. T may XP, tao thu muc susesoftware. Chép goéi samba-server vao thu
muc nay. Thuc hién share thuy muc nay véi tai khoan cse (cia MS
Windows)
2. T OpenSuse, sl sung samba client dé xem danh sach cac thu muc
share dugc nhin thdy vdi tai khoan cse. Thuc hién login vao thu muc
susesoftware d€ chép goi cai dat samba-server vé thv muc /tmp dé

chuén bi cho bai tap ké tiép.

Muc dich: Install and configure SamBa Server

1. Cai dat Samba server duwgc chép tir bai tap trén. Tao thu muc shareconfig
trong /tmp. Chép file ifcfn-ethO vao thv muc nay. Thuc hién share thu
muc nay cho tai khoan csesuse (password csesuse). T’ windows XP,
chép file ifcfn-ethO vé desktop.

2. T MS XP share thu muc d:\temp chtra file notepad.exe. S&* dung Samba
Client tir Linux chép file notepad.exe vé thv muc /tmp. Nguoc lai, cling si?
dung Samba client copy file /etc/password vao d:\temp ctia MS XP.

3. Tao thu muc sharedata trong /tmp, phan quyén dé tai khoan cseshare c6
quyén doc ghi trén thu muc share nay. T XP thuc hién mount thu muc
sharedata nay vao dia Z. Chép file cai dat cups pdf printer vao thu muc

nay dé chuan bi cho bai tap ké.

Bai 3: Samba

Muc dich: Cau hinh samba va phan quyén shared thu muc
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1. Chia sé thu muc tu file server vao cac may client XP nhu sau: Toan b
di¥ liéu softwares, student, teacher dugc dat trong /data ctia smb server.
Tai khoan sv1, sv2,sv3 dugc phép doc ghi trén student. Tai khoan
gv1,gv2,gv3 duoc phép doc ghi trén teacher (share an), doc ghi trén
student. Cac SV khéng dudc phép truy xuét teacher. Tat ca tai khoan
duoc phép doc trén softwares. Tai khoan baotri dwgc phép toan quyén
trén tat ca thu muc nay.

2. SV kiém tra tirng nhom user bang cach ngoi tai may XP client.

3. Cai dat cups-pdf cho sm server . Cau hinh dé€ tir may XP c6 thé in thanh
file pdf trong thu muc PrintResult dudc share readonly cho tat ca cac user

nhin thay.

DH1

®wi168.27.1 .
DHCP Server

DHCP Relayagent
Router R1

*%.168.38.254/24
®%.168.27.254/24

A 0 XL168.27.2 @

X.168.38 %24
P client

softwares
student

teacher

Muc dich: Join linux vao Windows AD

1. Cai dat AD cho windows server (2k3/2k8). S& dung Linux & runlevel 5
thuc hién join vao Domain nay. Thuc hién login vao tai khoan ctiia domain

t&r Linux tw init 5.

Bai 5:
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Muc dich: Install and configure Print server

1. Cai dat cups-pdf print package dugc chép tw bai tap trén. T MS XP thuc
hién add print share cups-pdf t& opensuse server. T&¢ XP dung notepad
tao 1 tai liéu chra ho tén Sv, ngay sinh, dia chi, SPT. Tao thu muc
/srv/sharedata va thuc hién share thw muc nay théng qua samba, va thiét
lap d€ cups-pdf in vao thu muc nay. Thuc hién in file nay tr may XP Ién
print server (cups-pdf) va xem tai may XP. Chuyén suse sang runlevel 5,
md file pdf da in dé kiém tra ndi dung. TU suse, m& website quan ly print
server, kiém tra jobs in &n co thanh céng hay khong? Tl may XP, truy
xuat vao trang web quan ly print server dudc khong? Néu khdng duagc,
thuc hién config dé€ c6 thé theo ddi, quan ly may in t¥ xa trén Xp qua
webbroser

2. Config cups-pdf dé két qua in &n xuét ra & thu muc sharedata néi trén.
Thuc hién in lai file notepad t&r XP, va tir XP truy xuat dén thu muc share

dé chép file két qua in pdf vé desktop may XP.

Bai 6: Bai tdp téng hop

Muc dich: Install and configure Print server, share and other network services
1. Thiét l1ap Linux DHCP Server, Router, Web Server va DNS Server theo IP
nhu hinh. Trang chu cda Trung Tam Céng Nghé Thong Tin Dai Hoc Cong
Nghiép Tp.HCM cé 2 tén mién la ttcntt.hui.com va trungtam.hui.com liét
ké danh sach sinh vién, khi click vao SV nao thi hién thi trang chi tiét SV

do.
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X .168.27.X /24
(X tiv 5..20)

&°

X.168.27.2/24
DHCP Server
Rauter R1
*®.168.38.254/24
®.168.27.254 24
~_ (DNS server) X 168.38.5/24
DHS server hui.com T )
Samba =
Cups-Print Server /data '
51 /software (Web server} ttcntt.hui.com

X.168.38.9/24 (Webh server) trungtam.hui.com
webserver hui.com

2. Thiét lap Samba server tai S1, trén do chia sé 2 thu muc /sotware (read-
only) va /data (read-write) cho toan b6 hé théng Linux/Windows. Tw C1
thuc hién copy file notepad.exe Ién thu muc /data cia Samba server.

3. Chinh stra lai trang chi ciia TTCNTT d€ cho phép md link lién két qua
trang download. Trang download.html nay cho phép download phan mém
winSCP.exe vé may tinh client.

4. Thiét lap S1 thanh Print Server. Tir C1 thuc hién add printer va thuc hién
in tai liéu vao Print server ctia S1.

5. Chép goi dhcp-relay vao /software cua S1. Trén S1 thiét lap share NFS
cho ca 2 thu muc /software va /data vdi yéu cau: may D1 cé toan quyén
trén /software nhung khéng dudc phép truy xuat (k€ ca quyén doc) trén
/data. May DH1 dudc quyén doc trén /data nhung khéng dugc quyén truy
xuat dén /software. Thuc hién mount trén D1 vao /mnt/software va cai
dat dhcp-relay trén D1. Config dhcp-relay trén D1. Kiém tra bang cach xin

IP cho mét may két ndi vai D1.

Bai 7: Bai tap téng hop

Muc dich: Install and configure Print server, share and other network services
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Mo cse hui.com ' )
3
telnet serar {top weappee) -

r 1 Intefrnet

www.cad hui com
223
2031131311
I 33w
<~>.f< xzzum_‘ =5 X33 1021 )
X112 .
Router nha H Router A
X221022 DHCP retay fle W
NFS server - "
Pron saner
woww khoaTCKT hui kam
Xx221v22
#p khoaQTKD bui com o
| gy thir wéa TV
’ X372
DNS sener =
X22222  May the Onine CTS
(kivdng kit ndi Internet)
X27%22

-G tinh 1000 may th CTS v3 2000 may danh cho SV the wén z

Air may TV c6 thé truy xudt cic website cia trrdng, vao thy muc tai idu share trén fle sarver thir vidn, co thé remote login vao server thar vién. in 3n vao print server
Tir miy TV cho phép vio fokdar share cia may thu wén Amp. Map thu muc share vao 8ia T In dn ra file pof & thy muc share ndy cho SV khac xem

Tir mly CTS anline chi cho phép xem théng bao ciia cic Webserver. kiing thé ra intemet

-DNS phan gédi thudn - nghech

.Cac website wit bang PHP hién thi ngay hién hinh cia hi thing. c6 button ding 4@ hién thing bao chio CSE HUX
-tir may thi CTS va mdy TV cd thé telnet va fp dén cac senver twong Ung
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2 Module 15: XINETD

No6i dung kién thirc thuc hanh:

+ Configuring Linux Network Service : XINETD
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Muc dich: Using telnet, xinetd, vsftp

1. Cai dat telnet-server. Thiét l1ap dé€ telnet server thuc thi dudi quyén diéu
khi€n cua xinetd. T may client XP thuc hién remote login vao SuSe
server.

2. Cai dat vsftpd thuc thi dang Anonymous FTP Server. Chép file
wincsp.exe vao thu muc download cua ftp server. Tu client thuc hién
downlad file winscp.exe vé may XP.

3. Tao tai khoan cse1 va cse2 trén linux server. Thiét lap sudoers dé:

i. Cse1 dudc phép thay déi IP cla Linux
ii. Cse1 dudc phép tao user, doi pass user.
iii. Cse2 dugc phép chinh stra file /etc/inittab
iv. Cse1 va cse2 dudc phép shutdown may tinh
4. Thiét lap dé telnet va vsftp thuc thi dudi dich vu TCP Wrappers. Cam tat

ca cac may st dung 2 dich vu nay ngoai trtr may co IP 1a 192.168.1.10.

Bai 2:

Muc dich: (Thiét Iap hé thdng mang Linux- bai tap nhém 3 sinh vién)

1. Thiét l1ap Linux DHCP Server, Router, Web Server va DNS Server theo IP
nhu hinh. Trang chd ctia Trung Tam Céng Nghé Thong Tin Bai Hoc Céng
Nghiép Tp.HCM c6 2 tén mién la ttcntt.hui.com va trungtam.hui.com liét
ké danh sach sinh vién, khi click vao SV nao thi hién thi trang chi tiét SV
do.

2. Thiét Iap sudoers trén may R1: cho phép t tai khoan tentt dwgc phép tat
may hoac reboot. Thiét l1ap sudoers trén may D1: cho phép tir tai khoan
tentt dugc phép thém user vao D1 va thay ddi password. Thiét lap
sudoers trén may S1: cho phép tir tai khoan tcntt dwgc phép thay déi ip
bang lénh ifconfig trong D.
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3. Bung tr R1 dung Iénh nmap d€ liét ké tat ca cac may tinh coé IP thudc
network X.168.27.0/24 va X.168.27.0/24. Cho biét cac port dang ma trén
D1 va S1.

™ X .168.27.X /24
(] (X tw5..20)
SSE C1
DHY N @
X.168.27.2/24
DHCP Server

Router
X.168.38.1/24

X.168.27.1/24

Samha /
Cups-Print Server fdlata
$1 /software

X.168.38.9/24

R1

(DNS server) X.168.38.5/24
(Web server) ticntt.hui.com
(Web server) trungtam.hui.com

4. Thiét lap Samba server tai S1, trén doé chia sé 2 thu muc /sotware (read-
only) va /data (read-write) cho toan bd hé théng Linux/Windows. T C1
thuc hién copy file notepad.exe Ién thuy muc /data cia Samba server.

5. Thiét lap NFS server tai S1, vdi folder share la /installpackages chira file
samba-client*.rpm. Tir D1 thuwc hién mount thu muc share NFS cua S1
vao /mnt/servershare va chép vao /tmp, sau do cai dat géi samba-client
vao may. Tu C1 thuc hién share thuv muc d:\sharedata, chua file
wordpad.exe, sau do t&r D1 dung samba client dé€ chép file nay vé may

tinh, sau do chép file nay 1én /data cua S1.

6. Chinh stra lai trang chi ctia TTCNTT d€ cho phép md link lién két qua
trang download. Trang download.html nay cho phép download phan mém

winSCP.exe vé may tinh client.
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7. Thiét 1ap S1 thanh Print Server. T C1 thuyc hién add printer va thuc hién

in tai liéu vao Print server cua S1.

8. Cai dat telnet service cho D1 va S1. T C1 thuc hién login vao D1 va S1
bang cach telnet. Telnet service si dung théng qua xinetd. T&r C1 remote
login vao D1 va S1 vdi tai khoan la ttentt. T tai khoan nay tao 1 user mai

cho D1 la sv1 va sv2.

9. S& dung TCP Wrappers cdm khdng cho bat cir may nao telnet dén D1,

ngoai trir may S1, va ngudc lai, chi cho phép D1 telnet dén S1.

Bai 3:

Muc dich: (Thiét 1ap hé théng mang Linux- bai tap nhém 3 sinh vién)

1. Thiét lap Linux DHCP Server, Router, Web Server va DNS Server theo IP
nhu hinh. Trang chu ctia Trung Tam Céng Nghé Théong Tin Bai Hoc Coéng
Nghiép Tp.HCM c6 2 tén mién la ttcntt.hui.com va trungtam.hui.com liét
ké danh sach sinh vién, khi click vao SV nao thi hién thi trang chi tiét SV
do.

2. Thiét lap telnet server cho D1, thiét 1ap SWAT trén S1.

3. Thiét lap fpt trén D1 d€ 3 user twong *’ng co thé chép trang web théng
qua ftp vé webserver: tao 3 tai khoan trungtsm, hui, ttcntt d€ user tir Xp
client dung trinh ftp upload website (tao t&* winword) Ién thu muc cla

minh. Kiém tra bang cach md 3 website www.ttcntt.hui.com,

www.hui.com. www.trungtam.hui.com cé 3 trang khac nhau.
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DH1 \\.

X.168.27.2/24

DHCP Server
DHCP relay
) Raouter R1

#.168.27.254/24

DMS server hui.com /
Samba
Cups-Print Server idata
51 /software

X.166.36.924

NFS server
+SMB server

—

X .168.38.X /24
(X tiv 5..20)

@m

*.168.38.254/24

(DNS server) X 168.38.5/24

.,

(Web server) ttentt.hui.com

(Web server) trungtam.hui.com
wehserver hui.com
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Module 16: Linux Network Service — Linux Security.

NGi dung kién thirc thu'c hanh: Configuring Linux Firewall

Bai 1: :

Muc dich: Install and configure for remoting access

1. TCP Wrapperss & Firewall: Exercise 15.2 trang 932-934.

Bai 2:

Muc dich: Thiét lap hé théng si* dung Firewall va cac dich vu mang. Bai tap

nhoém 3 sinh vién.

1. Thiét 1ap hé théng gom 3 may : XP1 va XP2, Linux RF (router-Firewall

X.168.28.1) vdi IP nhu hinh. Thuc hién ping gitta cac may dé kiém tra.
2. Thiét lap firewall cho RF dé thuc hién:

A.

Cam tat ca trafic bang ssh dén RF t&r mang X.168.27.0. Kiém tra
bang cach ssh vao server tir XP1 va Xp2

Cam tat ca traffic tir X.168.28.0/24 di qua firewall, nhung chi cho
phép duy nhat IP 192.168.28.2/24 dudc phép di qua. Tao thém
mot may do X.168.28.3/24 d€ kiém tra.

Khéng cho phép ping tr 1 may & X.168.27.0/24 vao may
X.168.28.3 ndi trén. Kiém tra bang cach ping tir X.168.27.2 tdi
X.168.28.3, va ngugc lai.

D. Khoéng cho phép ping tir XP1 dén XP2 théng qua router.

Thiét lap telnet server trén RF. Cam tat ca cac may & telnet vao

RF, ngoai trr XP2. Thi¥ bang cach telet tir XP1 va XP2.

. Xem danh sach cac rule da cai dat.
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Router/Firewall RF
X.168.28.1/24

X.168.27.2/24

@IN

X.168.27.1/24

/ @ XP2
- X .168.28.2/24

Bai 2:

. Thém 1 Linux server lam Web Server (X.168.28.5/24) va DNS Server cho

www.ttcntt.com, vai trang chu la thong tin vé ttentt ma ban biét. T XP1

va XP2 md& website noi trén.

. Thuc hién ca@m khéng cho cac may tinh & X.168.27.0/24 di qua firewall

truy xuat vao webserver, ngoai trr XP1. Tao thém moét may ao

X.168.27.10/24 d€& kiém tra.

. Cam tat ca trafic di vao hoac di qua hé théng s dung tcp vdi port dich la

25.

. Cam tat ca cac truy xuét qua firewall k€ ca ti firewall di vao may tinh

X.168.28.50/24

. Xoa tat ca cac rule da thuc hién.
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Bai 3:

Muc dich: Thiét 1ap hé théng s&* dung Firewall va cac dich vu mang. Bai tap

nhém 3 sinh vién.
1. Thiét 1ap hé théng gom 4 may : XP1 va XP2, Linux RF (router-Firewall
X.168.28.1) va Linux SVR(X.168.28.2) véi IP nhu hinh. Thuc hién ping

lhoalHwalkmi

gitra cac may dé kiém tra.

2. Dung nmap dé€ kiém tra egment X.168.28.0/24 hién tai dang cé nhirng
may nao? (dé tranh trung IP vdéi hé théng ctia minh)

3. Thiét lap dich vu ssh va telnet trén server SVR va Router RF

4. Thiét lap Firewall dé:

a) XP1 va XP2 khoéng thé telnet dén SVR. RF c6 thé telnet dén
SVR

b) XP2 khoéng thé SSH dén SVR nhung c6 thé ping dén SVR.

c) XP1 khoéng thé ping dén SVR nhung c6 thé SSH dén SVR.

5. Thiét lap dich vu Web server tai Linux server vdi apache (tao 1 trang web
chu liét ké danh sach cac sv trong nhém). Khi click vao tén SV nao thi
hién thi trang web tuang (ng hién thi thong tin ca nhan cta SV dé.

6. Thiét lap samba server dé€ share thu muc /publicdocument (tao mdi) cho
user guest, password guest.

7. Thém may in Cups trén server. T’ 2 may con thuc hién add printer cho
may in nay. Thuc hién in th& 1 tai liéu t* may con bat ky.

8. Trén XP1 thuc hién share folder c:/tmp chira file notepad.exe. T* SVR
dung samba client d€ chép file nay vé /tmp.

9. T SVR, Dung nmap d€ scan port dang md trén Xp1, Xp2 va RF. Cho
biét twvong *ng cac port nay la cac dich vu nao? Bing tai SVR cho biét
cac port dang listen trén SVR.
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X.168.27.2/24 X.168.27.3/24

RouterfFirewall RF
X.168.28.1:24

X.168.27.1/24

X .168.28.2/24

Linux server SYR
ssh, telnet. Wehserver. samba
CUPS print server
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